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Biggio, “The Legal Status and Targeting of Hacker Groups in the Russia-Ukraine Cyber Conflict”,
Journal of International Humanitarian Legal Studies, Vol. 15,2024, p. 142; Kubo Macak, “Will the
centre hold? Countering the erosion of the principle of distinction on the digital battlefield”, International
Review of the Red Cross, Vol. 105, No. 923, p. 965.

2 ZoRHEIC T EBEHNFEEHPTIILTO X IR ~THD,

“[TThere is no customary or treaty law definition of what constitutes direct participation in
hostilities, although useful guidance is provided by the International Committee of the Red Cross”.
Prosecutor v. Callixte Mbarushimana, Decision on the confirmation of charges, ICC-01/04-01/10, 16
December 2011, para. 148.
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“On the one hand, a civilian who took a direct part in hostilities
once, or sporadically, but detached himself from them (entirely, or
for a long period) is not to be harmed. On the other hand, the
“revolving door” phenomenon [...] is to be avoided [...]. In the
wide area between those two possibilities, one finds the “gray”
cases, about which customary international law has not yet
crystallized.”
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